
1 – Back up your data

How valuable are your data? You should regularly back them up 
onto at least one second medium and always check that your data 
have actually been backed up.

2 – Protect with an�virus so�ware

What kind of viruses will end up on your computer, your tablet or 
your smartphone? Prac�cally none, as long as you have installed 
an�virus so�ware.

3 – Monitor with a firewall

Have you securely closed the “doors” of your computer or mobile 
device? You can do so reliably by ac�va�ng your firewall to moni-
tor Internet traffic towards your device.

4 – Prevent by upda�ng your so�ware

Who be�er to look a�er your so�ware’s security than the so�ware
manufacturers themselves? Maintain your so�ware and apps, and
make sure to regularly run the latest updates. This way, you will 
always be on the safe side.

5 – Exercise care and remain alert

How do you act responsibly? Don’t believe just anything you read on the Internet, and always
apply a healthy dose of suspicion when surfing. You should also protect your computer and your
mobile devices with a secure password.
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5 steps for your security

The Internet has become a 
important part of our everyday 
life. It is on the Internet that we 
read the latest news, consult 
�metables, pay bills or simply 
communicate with friends and 
family.

To protect yourself against a�acks 
from the Internet and loss of both 
data and your privacy, you should 
adhere to the 5 steps listed here!
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You will find further prac�cal informa�on on measures and approaches required to ensure 
that e-banking applica�ons are used securely under www.ebankingbutsecure.ch. The use 
of this website is free.

Further informa�on: www.ebas.ch/5steps


