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Certificate checking: Microsoft Edge

These instructions will explain how to check the certificate fingerprint of a website in an Microsoft Edge
browser.

fyou are looking for other browser instructions, you can find these here (#0therBrowsers) .

1. Click the lock in the address line.
2. Click Connection is secure.

() https://www.ebas.ch

About ebas.ch X

@] Connection is secure >

CQ Permissions for this site

Cookies (0 cookies in use) >
I;ﬂ Tracking prevention for this site (Strict) o
Trackers (0 blocked) >

3. Click on the certificate symbol left of the "X"
{t) |https://www.ebas.ch
< Connection is secure H X

This site has a valid certificate issued to Hochschule Luzern [CH],
issued by a trusted authority.

This means information {such as passwords or credit cards) will be
securely sent to this site and cannot be intercepted.

Learn mare

4. Select Details tah.


https://www.ebankingbutsecure.ch/
https://www.hslu.ch/informatik
https://www.hslu.ch/en/informatik
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Certificate Viewer: www.ebas.ch

General Detailz

Issued To
Common MName (CN) www.ebas.ch
Crganization (O Hochschule Luzern HSLU

Crganizational Unit (OU) <Mot Part Of Certificate>

Issued By
Common MName (CN) DigiCert SHA2 Extended Validation Server CA
Crganization (O DigiCert Inc
Crganizational Unit (OU)  www.digicert.com

Validity Period
Issued On Tuesday, August 16, 2022 at 2:00:00 AM
Expires On Thursday, August 17, 2023 at 1:59:59 AM

Fingerprints

SHA-256 Fingerprint BECS8 8D EATBB38510D3 4126 1E53 A6 D8 17
A7 OA 7O EQ AA FO 27 52 97 0D DF 61 28 57 BB BB

SHA-1 Fingerprint 50850692E35B09F1 585898860417 FD 3E
10 80 9F A1

5. Scroll to the end of the window and click Thumbprint.

6. The fingerprint is verified comparing the character set displayed with a reference set which you will have re-
ceived from your financial institution. If the character sequence read from the certificate and the reference se-
quence received from your financial institution are identical, this is a genuine certificate. Please note when compar-
ing the fingerprint type: The sequence and reference sequence must be of the same type (SHA-256 or SHA1 re-
spectively). You will find our partner banks’ certificate fingerprints on our website in our article on Certificate
Checking. (https://www.ebas.ch/en/checking-certificates/)

Instructions for alternative browsers:

Google Chrome (https://www.ebas.ch/en/certificate-checking-chrome/)

Mozilla Firefox (https://www.ebas.ch/en/certificate-checking-firefox/)

Apple Safari (https://www.ebas.ch/en/certificate-checking-safari/)

Android Google Chrome (https://www.ebas.ch/zertifikatspruefung-android-google-chrome/)



https://www.ebas.ch/en/checking-certificates/
https://www.ebas.ch/en/checking-certificates/
https://www.ebas.ch/en/certificate-checking-chrome/
https://www.ebas.ch/en/certificate-checking-firefox/
https://www.ebas.ch/en/certificate-checking-safari/
https://www.ebas.ch/zertifikatspruefung-android-google-chrome/
https://www.ebankingbutsecure.ch/
https://www.hslu.ch/informatik
https://www.hslu.ch/en/informatik
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Certificate Viewer; www.ebas.ch
General Details
Certificate Hierarchy

CigiCert High Assurance EV Root CA
DigiCert SHAZ Extended Validation Server CA

www.ebas.ch

Certificate Fields

Authority Information Access -
Certificate Basic Constraints
CID.1.2.6.14.1.11129.2.4.2
Certificate Signature Algorithm
Certificate Signature Value
Fingerprints
SHA-258 Fingerprint

SHA-1 Fingerprint

Field Value

Export...

You can check the authenticity of a certificate which an TLS/SSL connection is based on with the help of the certifi-
cate fingerprint. A fingerprint is usually displayed as a hexadecimal character string consisting of the letters A-F and
the numbers 0-9.


https://www.ebankingbutsecure.ch/
https://www.hslu.ch/informatik
https://www.hslu.ch/en/informatik
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